Abstract : This paper presents the experiences of the authors over the past three decades with the development of information and control systems based on the concept of autonomous decentralized systems. The autonomous decentralized system concept was born in the late 1970s stimulated by the emergence of microprocessors, which suggested a decentralized information and control system architecture with a publish/subscribe communication model. Successful applications to manufacturing systems as well as social infrastructure systems created the current dedicated architectures which are focused on achieving intelligent communication fields for meeting large-scale ever-changing plants with capabilities enabling collaboration between stakeholders as well as integration of ubiquitous devices.
Introduction
Information and control systems that supervise controllers equipped with facilities for plant-wide operation, management, and maintenance have been playing roles as central nervous systems for physical social infrastructures. The Japanese economy in the 1960s experienced remarkable growth in heavymaterials-manufacturing industries such as steel making and petroleum processing with expansion of energy and transportation services. After the oil embargo in the 1970s, Japanese industries expanded their capabilities to heavy-assembly manufacturing such as automobiles and electronic equipment. Information and control systems significantly contributed to the growth and expansion of Japanese industries making them globally competitive [1] .
As Perez [2] pointed out, information and communication technology is one of the most significant technological surges in modern society, which is now assumed to be in the deployment stage after having left the installation stage. We have to deploy this technological surge in its entirety for our society to prosper. The Earth is entering a dangerous situation as global warming worsens. On the one hand, more than 3 billion people are expected to join the association of developed countries by 2020. We therefore have to be aware of physical systems surrounding us in terms of environmental sustainability as well as a better life for emerging populations. One of the most promising applications of information and communication technology is expected to be in the area of managing physical systems to attain dedicated and environmentally conscious production all over the globe.
In 2005, the European community had the first Advanced Research & Development for Embedded Intelligence and Systems (ARTEMIS) annual conference [3] , which was aimed at developing a European technology platform for embedded intelligence and systems. The scope of applications envisioned by ARTEMIS with leading European industries included industrial systems (automotive, aerospace, and manufacturing), nomadic environments, private spaces such as those for audio visual and home appliances, and public infrastructure systems such as those for energy and transportation. The most ambitious technological challenge was to conceive a componentbased-systems-development concept and methodologies with the expectation of autonomous emergence of new functions by 2015. The US community is also facing a new technological direction, i.e., Cyber Physical Systems (CPS) corresponding to ARTEMIS, that is related to information and control systems. Although their challenges have not been clearly defined thus far, they are attempting to integrate hybrid systems, sensor networks, and real-time systems.
Since Japanese industries have heavily relied on information and control systems as previously mentioned, the Japanese community has an established tradition with their architectures and components such as dedicated-control computers. This tradition should provide a good baseline for the requirements of the new physical systems that are emerging. We have devoted our efforts to develop and deploy Autonomous Decentralized Systems (ADS), particularly focusing our attention on distributed systems architectures, as one traditional way of obtaining information and control systems.
This paper attempts to examine the historical progress our information and control systems architecture has made evolving the ADS concept, and proposes a new framework for the upcoming decade. This paper is organized as follows. In Section 2, we review historical developments in information and control systems according to technological infrastructures and business environments. Section 3 presents our basic idea underlying ADS with an actual implementation of computer systems as well as its current extensions. In Section 4, we propose the next step in information and control systems considering the emerging business environment, and our proposals are discussed from the viewpoint of the previous works in Section 5. Figure 1 shows a typical information and control system composed of controllers for facilities, interfaces for floor engineers and devices, and production engineering servers that supports plant-wide operation scheduling and maintenance of facilities as well as software development for controlling and coordinating facilities. The system also "talks" with enterprise systems such as enterprise resource planning systems and CAD/CAM systems. The ultimate mission of information and control systems is to integrate and operate timely plant-wide resources to satisfy business needs. To accomplish this mission, the system should run 365 days per year without any malfunctions. Figure 2 outlines the historical evolution of information and control systems particularly those observed in Japan. Before 1980, venders of information and control systems competed with their own processors so that the market was extremely vertically integrated. Real-time capabilities and reliability were the most important measures for the systems, which were applied to operating heavy materials plants and commanding and controlling transportation systems. From 1980 to 1995, the introduction of de facto standards for components such as processors, local area networks, and basic software drastically changed the situation. The vertically integrated market shifted to one that was open with significant cost reductions. This reduction met the requirements by the discrete processing and manufacturing industries that were emerging such as those for automobiles and electronics equipment. In addition to realtime and reliability requirements, the systems were required to be sustainable, i.e., adaptable and responsive to change corresponding with their environments. In the 1990s, the spread of Internet technology created expectations for information systems to be federated. Information and control systems were expected to collaborate with enterprise systems. Ubiquitous devices and wireless-communication technologies are presently attracting the attention of systems control engineers, but their effectiveness of these new technologies has thus far not been proved.
Historical Progress of Information and Control Systems
The next section evaluates our efforts based on the ADS concept in the evolution of information and control systems.
Autonomous Decentralized Systems and Their Evolution

Origin of Autonomous Decentralized Systems
Microprocessors first appeared on the market in 1970 and their cost was expected to sharply decrease. Information and control systems were having an opportunity utilizing plentiful microprocessors. Innovative idea we bore was that they could be used like cells in biological systems, where the functions of organs are retained while cells are metabolically replaced. This is very attractive for implementing information and control systems, because they should keep providing services to plants whose life times are far longer than those of information system components, i.e., microprocessors.
Based on the idea of mimicking biological systems, we set up the following systems guidelines for our information and control system called the Autonomous Decentralized Systems (ADS) which had to have;
• Autonomous controllability; if any subsystem fails, the other subsystems should manage themselves.
• Autonomous coordinate-ability; if any subsystem fails, the other subsystems should coordinate their individual objectives.
The actual implementation of the ADS is outlined in Fig. 3 . Its structure can be described as;
• An Autonomous Decentralized System consists of multiple processors and a Data Field (DF), i.e., a communication bus, that provides message communication between the processors.
• A processor has an Autonomous Control Processor (ACP) and application programs (APs) which actually perform the tasks of supervising and controlling plants. An ACP is a kind of middleware for APs within the processor that provides publish/subscribe functions connected to a DF, i.e., other ACPs, where publish/subscribe is a model of communication among many-to-many components. In this model, components can be designated as publishers that produce data and components can simultaneously be designated as subscribers that require data as input. • Messages among APs consist of Transaction Code (TCD) and data. TCD is a unique identifier over a DF so that communications among APs are logically defined.
The benefits of ADS include easy upgrades and expansion of exiting systems as well as easy multiplication to ensure reliability as summarized in Fig 4 .
New APs can be installed and activated without having to make any modifications to existing systems because the publish/subscribe communication architecture with the logical identifiers TCD can be tested in real situations by adding a data type flag to messages. The scenario for testing a new AP to replace an existing AP involves three steps;
Step 1: The test AP receives (subscribes) same data with AP j , which is working on online tasks, based on the TCD.
Step 2: The test AP creates tentative data based on the received and publishes to a Data Field with a Test Flag.
Step 3: The online AP receives (subscribes) the tentative data, processes them, and publishes the result, which is finally received by the Logging Program. Multiple executions of APs on different resources are often required to ensure reliability. This is easily accomplished based on the TCD mechanism. The scenario for this situation involves two steps;
Step 1: AP j and AP j' subscribe the same data and publish the processed results.
Step 2: The published results are subscribed by AP k . AP k checks the degree of conformity of the results published by the two APs and proceeds to the next processing step. The ADS concept was developed in the late 1970s, and information and control systems based on the ADS concept began to be developed in the 1980s [4] - [6] . After the original ADS had been deployed to steel-making plants and factory automation, it was extended in three directions, i.e., to supervising and controlling very large-scale plants, to managing ubiquitous devices, and to federating with business systems as shown in Fig. 5 . 
Extension to Responsive, Large-Scale Sustainable Information and Control Systems
Entire plants should be operated in integration to achieve business superiority. For example, train operation and control systems for the Tokyo metropolitan area are inter-connected and trains run along many lines to satisfy commuter needs. As a result, the information and control systems are becoming quite large scale and complex so that their components need to be metabolically replaced to ensure the systems are sustainable. Responsiveness is another important requirement for adaptation to changing business environments. Although the original ADS had excellent properties that satisfied these requirements, these were insufficient. The original ADS was therefore extended both spatially and temporally to meet these requirements.
• Spatial extension
If systems are bigger, they have heterogeneous subsystems in terms of reliability as well as responsiveness. Multicast groups in Data Fields are introduced to cope with large scale and heterogeneous properties, which logically segment all Data Fields. In addition, gateways are introduced to multicast groups that connect Data Fields for large-scale systems, where the gateways filter messages according to some policies in addition to connecting Data Fields. This segmentation and filtering by the gateways avoids messages from flooding that are possibly caused by the publish/subscribe communication architecture [7] , [8] .
• Temporal extension
The Data Field in the original ADS circulated the messages between the processors through the network and after they had been circulated they were erased to maintain traffic capacity. However, some historical data are often required to test new applications before they are installed in real environments and the original ADS did not provide these services. Message middleware for APs, i.e., extension of ACP, was installed with a storage function that enabled historical data to be retained in Data Fields. This mechanism was accomplished by periodically publishing a catalog of historical data using the message middleware [9] . The extended ADS in Fig. 6 is responsive to large-scale requirements where circles represents processes in the system, and state, input, and output variables are specified. The dynamics for process p can be represented by
where x p , u p , y p are the state, input, and output variables for process p, and f p is the state transition function and h p is the output functions. These equations provide a starting point for analyzing controllability and coordinate-ability in the large complex systems [10] .
Although timeliness is crucial in information and control systems, it is quite difficult to expect that analysis of process dynamics will provide satisfactory timing information. A tool that visualizes the sequences and timing of invoked APs with messages has been developed as a practical solution. There are sample screens of the visualization in Fig. 7 . This tool has been proved to be very effective for systems development by real world applications.
Extension to Upper and Lower Systems
Extension of the ADS concept is not limited to traditional information and control systems, but it includes federation with business systems and the organization of ubiquitous devices.
(1) Autonomous Decentralized Service System (ADSS)
Enterprises currently have many information systems that need to be federated. A service system starting with the ADS concept called Autonomous Decentralized Service System (ADSS) [11] was developed that federates information and control systems for production engineers, business systems for sales and logistic engineers, and CAD/CAM systems for design engineers.
A use case was developed to specify functions of the ADSS, where participants from all information systems requested information services from and provided these to one another. In some situations, the requested information services were composed of services provided by different information systems. To satisfy these requirements, the message middleware was significantly extended from the original ADS to achieve;
• Profile matching for complex services: A service profile, which is represented by a composition of attributes instead of TCD, is introduced to cope with complex information structures requested by participants.
• Workflow by message middleware: To respond to the requests for composite services, the middleware needed to be installed with a workflow function that could forward messages and monitor the status of workflows.
Actual implementation was accomplished by introducing a mediator server into the Data Field that linked participants because heavy traffic was involved in synchronizing the message middleware. Introducing the mediator server did not violate the ADS concept. This was because it just worked as scalable intelligent middleware and participants could freely enter and exit based on their intentions.
(2) Super Distributed Objects (SDOs) We have a variety of ubiquitous devices such as Radio Frequency Identification (RFID) tags, readers of RFID tags, cameras, and sensors in control floors. It is difficult to connect these devices through traditional control networks. In these situations, we have to assume that devices are connected each other ad-hoc and evolve their specific functions according to their respective combinations. From the viewpoint of information and control systems, a group of devices evolving some specific functions should be recognized as an object through various interfaces. To achieve this recognition for ad-hoc functioning, we derived an object model, called Super Distributed Objects [12] , whose UML model is outlined in Fig. 8 .
• SDO An SDO is an object that represents device or application software having a device/application specific interface and profile.
• Organization Organization stands for a set of SDOs describing relationships (member/owner) between SDOs with values of attributes (DependencyType). An SDO can belong to multiple Organizations.
• Organizer An Organizer describes the ownership of the Organization, i.e., the parent SDO.
The SDO model is registered as an Object Management Group (OMG) standard, which is featured accomplishing versatile expressions for complex and dynamical devices. A prototype system providing context-aware services was developed and proved the effectiveness of the SDO model [13] .
By examining the SDO model from the view of social implications, opportunities and risks of ubiquitous technology was explored and the ethical model for ubiquitous society was derived which can be seen as an advanced ADS concept in terms of society and technology [14] , [15] .
Applications in Real World
The first landmark application of ADS was implemented in an information and control system for a steel-making plant, which consisted of a number of processes such as a cold mill line and a plating line [16] , [17] . The plan was so large scale that phased development was actually required. The constructed processes were also expected to be able to be changed according to the market. The information and control system was required to provide non-stop supervisory services to processes under unforeseen circumstances.
To respond to system requirements, the extended ADS concept was put into practice on new computers, i.e., Input Output Controllers (IOCTL), which were specialized for high speed data processing between process facilities and Data Fields. The extended ADS architecture permitted accurate online tests that resulted in non-stop expansion of dozens of control computers. The event-driven application architecture that was derived from the ADS architecture more than met this plant's operation and management schemes improved the productivity of development of the application software by 30%.
One of the largest applications of ADS is in a train operation and control system called Autonomous Decentralized Transport Operation Control System (ATOS) which supervises and controls 17 train lines in the Tokyo metropolitan area [18] , [19] . ATOS was planned so that it could control 300 stations and 6,200 trains per day over 17 lines 1,200 km in length based on 2,000 computers that were connected by a 100-Mbps LAN.
The plan was executed step by step. The first computer was installed at Sagamiko Station on March 25, 1994 , and all stations along the Chuo Line were equipped with computers on October 7, 1995. On December 14, 1996, the test on how effectively the Chuo Line was controlled was started and full operation commenced on March 21, 1997. The control system was subsequently expanded to other lines after it had been successfully deployed on the Chuo Line and construction is still underway [20] . The ADS architecture was believed to have contributed to the step-by-step expansion of this complex hugescale system with its heterogeneous properties.
As mentioned in Section 2, information and control systems have been required to employ commercial off-the-shelf (COTS) software and hardware as well as to bridge business systems to keep up with the spread of Internet technology. To respond to COTS requirements, the extended ADS was implemented on engineering servers as well as PCs for manufacturing applications. This implementation increased the involvement of production and floor engineers with quick system reconfigurations and continuous improvement (kaizen) [21] . COTS-based systems are currently very common in manufacturing industries. ADSS was also introduced to various electric utility companies to enable information to be shared among electricitygrid-control, maintenance-support, facility-management, and business-management systems to satisfy the bridging requirements [22] , [23] .
Plan for Next Step of Autonomous Decentralized Systems
Information and control systems are now being challenged by highly competitive manufacturing environments. Fujimoto [24] has investigated Toyota's strengths and has defined manufacturing a mapping from the design intention to products so that all resources in manufacturing should be devoted to achieve quick, efficient, and qualified mapping. Based on Fujimoto's idea, resources in manufacturing include product designers, production engineers, floor engineers, part suppliers, and customers. They also include products, products in processes, parts, and production facilities. Better communications between participants should definitely be emphasized to attain better mapping.
Semiconductor manufacturing is driven by Moore's law and is one of the most competitive and unpredictable industries that requires information and control systems to be extremely responsive as well as exceptionally reliable. The industry faces numerous challenges such as continuous reductions in the fabrication cycle time per mask layer, best utilization and reuse of huge assets, and the support of transparent information exchanges between complex supply chains. To confront these challenges, Pillai [25] points out the necessity for worldwide collaboration and trouble-shooting capabilities in addition to running information systems 24 hours a day, 7 days a week, 365 days a years. Although plants are currently distributed all over the world, it is difficult to find experts in the local plant or a specific team for trouble shooting that is crucial in attaining yield goals. Collaboration between globally distributed engineers including suppliers is strongly required where information and control systems should support industries in secure and scalable way.
As ADSS provides a collaborative environment it looks very promising for satisfying these needs; however, it is thus far not concerned with collaboration per se. We will next present our plan for extending ADSS in this direction.
It is obvious that knowledge management to enable productive and efficient collaboration is urgently required for continuous kaizen and trouble shooting. Nonaka and Takeuchi [26] proposed a model of knowledge creation in organizations they called a Socialization, Externalization, Combination, and Internalization (SECI) model. Shimizu [27] proposed a basic view of self, based on Buddhism through a two-domain model that was related to co-creation. He proposed that we have two domains of self and support of these two domains is indispensable for co-creation; the first is selfish and the second is altruistic that works for his/her colleagues and environment ("ba"; shared context in reflection and action).
The structure proposed by Shimizu is rarely discussed, but the importance of "ba" has been attracting a significant degree of attention. The extension of ADSS was planned to support these two domains of self. The egoistical self will be supported by traditional tools such as data mining, which tries to find correlations between interesting variables with various intentional assumptions. It is also important to introduce virtual-reality technology to collaboration to identify the situation. Based on the idea of support these two domains of self, it is also important to know what is going on within the community from a bird's-eye view. Analyzing mails between participants looks very promising. The current capabilities of analyzing mail are insufficient to respond to community by summarizing their discussion, but positioning of personal opinions throughout whole structure of a discussion could be visualized based on social network analysis [28] . A possible functional architecture to achieve two-domain support is outlined in Fig. 9 .
The discussion in this Section is mainly on global manufacturing applications of information and control systems. However this view of collaboration is not just limited to enterprises but also extremely important for environmental concerns where Fig. 9 Extension of ADSS to ad hoc collaboration.
there is great growth.
Discussions
The most prominent feature of the ADS concept and its implementation is generally understood to be the publish/subscribe model. While this is true, recognition of the importance of publish/subscribe has been rather recent in the information technology community. The Object Management Group (OMG) specified a standard for publish/subscribe functions as Data Distribution Services (DDS) in 2004 even though people working for High Level Architecture (HLA) that was aimed at a distributed real-time simulation environment were interested in the ADS architecture before DDS specifications were introduced. However, our efforts were not limited to achieving a publish/subscribe model, and we have been pursuing the advantageous functionalities in communication that are suitable for attaining system objectives. Making the communication fields intelligence has been our ultimate driving force for evolving the ADS concept.
Thus far, there have been numerous discussions on the architectures of distributed control systems based on multi-agent systems ideas [29] - [31] . Although multi-agent systems approaches are very attractive for attaining flexibility, they do not discuss about implementation architectures. The ADS architectures are expected to provide a good infrastructure for multiagent systems.
Heck et al. [32] provided a good overview of software technology for distributed control systems, where they pointed out the importance of publish/subscribe architecture and the possible use of middleware like CORBA which was originally used in business-information systems to achieve component-based architecture. Service Oriented Architecture (SOA) has recently been proposed for distributed-production systems [33] . However, ADSS is a precursor of SOA and it retains good scalablity proven through actual implementation.
There have been few researches for the knowledge creation support in manufacturing environment. One exception is a research initiative called Open, Object-Oriented kNowledge Economy in Intelligent inDustrial Automation (OOONEIDA) that is currently underway [34] . This work attempted to formulate a knowledge chain between device vendors, machine vendors, systems integrators, and industrial enterprises in order to derive reusable portable software modules. The discussion is conducted on explicit knowledge in stakeholders, while our interest was on ad hoc collaboration including tacit knowledge as well as explicit knowledge.
Conclusions
This paper presented our experiences with the development of information and control systems evolving the ADS concept. The original ADS concept introduced a system architecture with a publish/subscribe communication model. Although this was quite novel, we did not remain at this stage but evolved to acquire advantageous intelligences in communication fields for satisfying system requirements in real world. As a result, we derived new technologies as extensions of original systems in three directions.
We can presently observe the convergence of business and control information systems technologies, where we contributed to business-information systems based on the ADS concept. However, as the number of elements in information and control systems is growing extremely rapidly, quantitative approaches to designing information and control systems will receive much greater emphasis that is already common in business systems.
We are now living and working within globally interwoven society. Information and control systems are the only channels we have for observing and managing physical reality. We need information and control systems that will support the cocreation of innovation through collaboration with globally distributed intelligence networks to observe and investigate this reality. We proposed a new framework for this support based on a two-domain model. Although the main application of this framework is intended for manufacturing systems but it is essential for emerging global growth to be environmentally restricted in terms of knowledge management in distributed intelligence networks to utilize physical reality.
